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Customer Case Study

The Challenge

The Result

Like many education institutions, the University of Cape
Town (UCT) were constantly battling phishing threats.
With such a large and diverse range of users, it is highly
likely that a serious attack could have been successful
without the right security controls in place. The
University faced the following challenges:

After carrying out an initial phishing risk assessment, the
following results were achieved:

• Lack of awareness meant users had unknowingly
opened phishing emails and either clicked on links,
shared credentials or downloaded files
• Sophisticated attackers had impersonated the
Universities domain
• Confidential University and personal information was
at risk of being compromised
• Limited budgets to continually invest in network
protection and prevention
• No means of measuring the Universities overall risk to
phishing, malware or ransomware attacks

The Solution
User awareness is vital in the defence against phishing,
ransomware and malware. In fact, users are the most
crucial layer of defence against such attacks. UCT
decided to implement KHIPU’s Simulated Phishing
services to identify the Universities risk as well as
strengthen its users awareness and understanding
through comprehensive training.
The services included; simulated phishing scenarios
(emails and websites), user awareness and training,
and prevention reporting including ‘risk-factor’ & best
practise recommendations for on-going protection.
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• UCT’s phishing processes were put to the test and
although many worked, some areas for improvement
were highlighted
• Immediately raised staff awareness and alertness of
phishing
• Identified areas of improvement UCT’s overall security
posture
• Established a training plan for ongoing awareness
• Peace of mind by reducing the risk of confidential
information breaches
• Enabled UCT to identify and mitigate risk across their
user base
Overall KHIPU’s Simulated Phishing service has allowed
UCT to benchmark users responses with regular
simulated campaigns and build a stronger barrier of
defence against future attacks.
“The strongest and weakest layer of defence against phishing
attacks are your users. It’s vital to understand your
organisations risk to these cyber-attacks & be able to provide
the necessary awareness training & tools to limit your
exposure. Using KHIPU’s simulated phishing & awareness
training service, we have been able to test our security
posture and identify key areas to help protect the University
from future attacks.”
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