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KHIPU Networks is a fully certified company to the following quality standards:

ISO9001 Quality Management

ISO27001 Security Management

ISO14001 Environmental Management

ISO45001 Occupational Health and Safety Standard
Cyber Essentials
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Introduction

KHIPU Networks’ support services are dedicated to providing our customers with the assistance
they require in order to maintain maximum availability of their critical systems. Our team of highly
skilled engineers are accredited across our portfolio to ensure we can fully support your
infrastructure. Our aim is to limit the impact of any fault by providing excellent support through to
resolution. We have a wide range of standard support services on offer, as well as being able to
create bespoke solutions to meet your requirements, including 24*7.

The standard support and maintenance contract provides a maintain (break/fix) service with the
products under the agreement. It resolves hardware problems, rectifies software bugs and
provides access to new support software releases.

Building onto the standard offering, your support can be enhanced or supplemented by using
Support Tokens, monitoring (KARMA™) or managed services. These services can cover a
multitude of areas including assistance in redesigning your infrastructure, evaluating resilience,
integrating new systems into the fold, and monitoring your systems remotely - stopping an
incident becoming a disaster. Further to this, and as an alternative to monitoring and managed
service offerings, we are also able to provide Managed Detection Response (MDR) services but
utilising our Security Operations Centre (SOC) capabilities. Our Support Service Catalogue
contains full details of all of our available support service offerings.

As we value your opinion and feedback, we will occasionally contact you to canvas your thoughts
and experiences of our support services. This is so we can take on board your feedback and
improve the service you receive, as we are here primarily to act as an extension of your team. If
you require additional information or would like to discuss any aspect of your support, then please
contact your account manager.

Customer Confidential www.khipu-networks.com
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Technical and ‘After Sales’ Support

As with all of our supplied and installed solutions, we provide maintenance, support and
managed services with a number of different levels (SLA’s) available to our customers. The
following is available within our support, maintenance and managed service options:

1 Network Operations Centre (NOC) Service desk: Monday to Friday, 24x7x365(6) and
bespoke days / hours of cover.

Security Operations Centre (SOC) Service desk: Monday to Friday, 24x7x365(6) and
bespoke days / hours of cover.

Pro-active monitoring, alerting and support “KARMA™”,

Telephone, email, SMS and remote access support.

Next Business Day, 4-hour hardware replacement (with / without engineer) options.
Flexible tailored managed services “adds, moves and changes” of a customer’s
environment (OPEX, CAPEX and flexible models).

Configuration management and change control.

Updates, upgrades and software releases (major and minor).

Quarterly health checks and preventative maintenance.

Professional services / Support Tokens such as for onsite and offsite (remote)
configuration, changes and upgrades, assistance to cover staff shortages, an “extra pair
of hands” etc.

1 Annual or Multi-year ‘Pre-paid’ Service packages.

= =4 =4 =4 =A =4 =4 =4 =

Using our unified communications platform, our 24x7x365(6) manned network operations centre
(NOC) and security operations centre (SOC), our service desk provides a single point of contact
for the following;

Reporting issues and faults.

Technical queries and general requests for information.
Progress updates on support calls.

Remote problem investigation e.g. remote support.
Upgrades / Software Releases (major and minor).
Advanced hardware replacement

Escalating issues to the SupportDesk manager.

=A =4 4 =4 -8 4 -9
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New Customer Onboarding

The following diagram provides a high-level overview of our new customer onboarding process,

including support activation procedures.
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Figure 1: Onboarding Process

As a new KHIPU support customer, we can also offer a personalised walk through of our support
procedures and call logging process. This is facilitated by our Helpdesk Manager to answer any
guestions you may have on the following section(s) of this document and ensures that you are
setup on our support platforms. You will be contacted shortly after your go live for this call to be
scheduled. If you do not receive this communication, or would like a call setup at any time once
live on support, please direct this request to your KHIPU account manager who will raise this to
the Support team and co-ordinate a meeting slot.

Customer Confidential

www.khipu-networks.com
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Logging a Call

All support calls can be logged in one of three ways;

1 Telephone: +44 (0)345 2720 910 (UK) and +27 (0)41 393 7601 (SA)
1  Email: support@KHIPU-networks.com
9 Portal: https://support.khipu-networks.com

When logging a fault, a customer will be asked for the following information. Failure to provide
this may slow down the process.

Contract Number (if known)

Company Name

Contact details: name/phone/email
Product Make/Model/Version

Serial Number (if logging a hardware fault)
Software Version

Nature of fault

Severity/Impact of the fault

Summary of Diagnosis undertaken

Logs or screenshots (if available)

=4 =4 =4 4 -4 4 4 -4 -4

Once a call has been logged into our ITIL based support desk, it will be assigned a unique
support request reference number and automatically sent to you. This number should be used for
any correspondence when discussing the call with the Support team. For hardware faults,
customers are always asked to provide serial numbers and a location of the faulty equipment.
This is so we can arrange shipment and any transferral of licenses if required.

As per the Figure (below) shows, each call is then classified and prioritised based upon severity
and type of call.

Contact *

v

Add new contact | Add Cc
Subject *

Type *

Incident Reported v
Low v
Medium

High

Urgent

Create another Create and add a service task Cancel

Figure 2: Case Creation Screenshot

Customer Confidential www.khipu-networks.com
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Priority
1 Urgent (P1), ideally logged via the phone for immediate attention. System is inoperable or
causing major service outages.

9 High (P2), Service is affected but still operational, some degradation may be observed. Or
small areas of the network may be down.

1 Medium (P3), Issue exists but is not service effecting, or only individual users effected.

1 Low (P4), General queries and questions.

c KHIPU Networks

Home Solutions Tickets

Submit a ticket

Requester »
Subject *

Priority #

Low v

Products » "

Description * B T U = = A oo [a]
+ Attach a file

Figure 3: Portal User Ticket Submission with Priority Drop-Downs

Customer Confidential www.khipu-networks.com
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Call Handling

Throughout the diagnosis process, KHIPU provides regular updates, via both email and phone
calls depending upon the customer’s preference. You can also view and add additional
information through the support portal. This communication continues through to call resolution,
where a synopsis is sent explaining the issue, steps taken and resolution applied. If required
formal incident reports are issued for major outages.

Through the resolution of you support call, you may be asked to perform additional diagnosis and
log gathering as requested by our engineers or manufacturers. This may be to isolate an issue,
diagnosis further or test a different configuration. Failure to assist can slow down resolution and
in some cases prevent us from providing hardware replacements.

Change Control

If during the investigation process changes are required to your production system to either assist
in troubleshooting or to fix the problem, then we will ask you to agree to the changes before they
are completed by our engineers. A change control form will be sent outlining the changes. During
an emergency a change can be verbally agreed, and the form filled in post event to document the
process.

Company Account Name
Case Reference Number

Systems Impacted
Issue Date

KHIPU Engineer Contact Details
Customer Contact Details

Start Date/Time
End Date/Time
Change Approved By
Figure 4: Change Control Form

Customer Confidential www.khipu-networks.com
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1. Introduction

This change control form describes the specific working methods which will be used to carry out
required work on the customer’s environment.

For any changes that exceed the allocated maintenance window, KHIPU’s default procedure will
be to roll back the configuration and re-schedule another maintenance window at the next
available opportunity, unless agreement and authorisation with the customer is obtained. This
authorisation will be given by return of email, before continuation of work.

2. Motivation and Description of Work

Describe the Motivation and Purpose of the work

3. Expected Outages or Downtime Associated with This Work

Describe the Motivation and Purpose of the work

4. Prerequisites / Pre-Implementation Plan

Required Conditions/Actions before the work is completed

5. Implementation Plan

Required steps to be outlined for objective

6. Post Implementation Testing

Required steps to be outlined to test the objective has been

met

7. Roll Back Plan

Required steps to roll back the implemented procedure in the

event of a failure to meet the objective

Figure 5: Testing, Implementation and Roll Back Procedures

Customer Confidential www.khipu-networks.com
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Hardware and Software

Hardware Replacement

In the event of a hardware failure, KHIPU Networks will arrange a replacement unit as outlined in
your support contract. Before we can arrange the dispatch your replacement hardware however,
will we require the serial number of the existing hardware and a delivery address with contact.

The faulty hardware must be returned back to KHIPU Networks or the relevant Manufacturer
within fourteen days of receiving your hardware replacement.

Please return any RMA equipment to the following address unless directed differently by the
Support team:

EUROPEAN RETURNS

& « Operations Department
“¥.. KHIPU Networks Ltd

2% 3 Waterfront Business Park
' Fleet

Hampshire, GU51 3TW

. L > v ™
SOUTH AFRICA RETURNS ‘/ “ N

Operations Department [
KHIPU Networks Pty Ltd ¥ ¢
Ground Floor - Block 3 = & ¥
Greenacres Office Park . ,
78-84 2"¢ Avenue .
Newton Park

Port Elizabeth, 6057
Figure 6: KHIPU Hardware Return Locations

Please enclose in the package your contact details and fault reference number. In some
circumstances, you may be sent different hardware from your failed unit. This hardware will be
able to support all features of your current deployment, and KHIPU Networks reserves the right to
exchange this hardware back to the original model.

Software Updates

If under your maintenance schedule software subscriptions are included, then you are entitled to
all software updates released by the manufacturer that relate to your supported product. These
updates will be made available via our web file store. To gain access to the file store, just log a
call with the Support team, and they will pass over your credentials.

We advise on current release through our product update newsletters, but if you wish to discuss
suitability and relevance in your environment please speak to our Support team. With the use of
KHIPU Support Tokens (if purchased), we can assist or carry out the upgrades both on site and
remotely, depending on your contract.

To sign up to receive these monthly product update newsletters, please complete the form on the
link below or request to be added to all relevant mailing lists by speaking to our Support team:
KHIPU Networks Ltd Software Updates

In addition, KHIPU also send out any security advisories released by the manufacturer, to notify
potentially affected customers. Security advisories released may supersede the latest
recommended code and will contain advisement on any action required to mitigate the
vulnerability. If you would like to be added to the mailing lists to receive these advisories, you can
contact our Support team who will add you to the relevant product list.

Customer Confidential www.khipu-networks.com
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Support Portal

The Support Portal is our online support platform through which you can log and view the status
of your tickets. In order for you to have access to this portal, your account will need to be
activated. You can request an account at any time by sending an email to support@khipu-
networks.com whereby an engineer will send through an activation link to setup your account.

Once your account has been activated, you can login by visiting
https://support.khipunetworks.com to raise and view your tickets on the helpdesk.

Once logged in, you can navigate to the following three different views:
1. Home Page, from which you can log a ticket.

2. Solution View from which you can view various solutions articles.

( KHIPU Networks Editprofile  Signost
Home Soltions. Tickets
How can we help you today?

New Support Tket [ Oheck Ticket Status +44 (0] 345 2720910

Password suxcesthily updated x
Knowledge base
ArubaOSs & ArubaOSs 8
@ Upgraging VE Controllers @ ArgbaOs § Controlier upgrade.
@ Troubleshooting AP Connectivity @ Upgracing ADSS Wircless
Access Points Aruba Switches
@ 4PinCenscle Cable Layout @ Upgrade Aruba Switches
RMAS Panorama .
@ How 10 raise 2 Palo Ao Networks RMA Support Case @ “Import device configuration to Panorama® fails for passive onit in HA pair,

@ Panorama Upgrade Procedure

GlobalProtect ' Expedition
[ Mac0S High Sierra can't connect to GlobalProtect @ Howto upload configurations larger than 2M8
Licences

@ K- Test Soktions

Figure 7: Solution View

Customer Confidential www.khipu-networks.com
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3. Ticket View from which you can check the status of tickets you have logged. New cases
will be highlighted under the ‘All Tickets’ section and once closed, this will be highlighted
under the ‘Export Tickets’ section.

.

[ fabatiasd 0 Tl

B wewsuppertTuker [0 Crech Thcket Stanss sl {0 5. TTE G50

Al Tickats = Expeort Eichorts

! e e feradnd T

Figure 8: All Tickets
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File Share Portal

The file share portal, not to be confused with the KHIPU ticketing support portal above, is used to
share large files between KHIPU and customers. Some of the type of data shared on this portal
are Support bundles, Customer Reports, Manufacture codes and more. An account is not
required in order to share files, as temporary upload only links are generated by KHIPU when file
sharing is required.

An account is however required in order for you to have access to the uploaded manufacture
code; if this is required this can be requested in the following method:

I You can request an account by sending an email to support@khipu-networks.com
whereby an engineer will be in contact with your unique username and password to
access the portal.

1 Once an account has been created for you, you can use the login details provided to sign
into your account on the link below: https://share.khipu-networks.com

(K]

Username or email
Password

hipu-Networks Ltd

Figure 9: File Share Portal Login

When initially logging into the file share portal, you will see a text document that explains how to
use the portal further. Below is an example of an account view with access to their respective
manufacturer folders and a newsletters folder. These folders are ‘read / download’ only for the
user. Inside each folder will be a full inventory of downloadable images, release notes and
patches.

W Allfiles #% +
* E
< e
Figure 10: Files
* +
Newsiecie <
Palo Alto <

Figure 11: Manufacturer Folders

Customer Confidential www.khipu-networks.com
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Escalation Procedures

The following diagram, provides a high-level overview of our support call handing process
including escalation procedures.

Investigation

Investigation

Investigation

N Issue g
Resolved

Investigation

Figure 12: Support Call Handling Process
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In the event of a major outage, the call is fast tracked through to the required escalation stage.

Within KHIPU Networks, we have two forms of escalation to ensure support issues are dealt
within a controlled audited process.

Internal: An automated procedure that every called logged into our support system follows. At
each stage of the call life-cycle it is assessed and escalated accordingly. This allows us to bring
in the correct resource, both technically and commercially, to ensure the correct focus is given to
any one problem.

External: This is triggered by the customer. If there is a significant critical service affecting issue,
this must be explained when the SupportDesk is contacted to the 1% line engineer as well as
stating that immediate escalation is required. This then ensures the call is given the attention it
requires. When we receive a request to escalate a fault, it is assessed by 2", 3" line engineers
as well as the Technical Manager (and manufacturer if required) who between them devise a
resolution plan, based upon the call history and severity. At all stages you will be kept fully
informed of the progress.

Please note; the KARMA™ (KHIPU Automated Remote Monitoring Application) service will also
identify service affecting issues, therefore the SupportDesk team will already be starting the
support / escalation process with the required engineering teams.

Should there be a circumstance where the issue needs to be escalated with the manufacturer,
our escalation path is via the TAC Centre Manager, who then brings together the appropriate
resources required to deal with the case. In conjunction with the TAC, we also escalate through
the assighed System Engineer and Account Manager from the manufacturer assigned to you.
This has been very rarely used as our own support services, in conjunction with the
manufacturer’'s TAC, resolve the issues. Further information can be provided upon request if
required.

Complaint Procedures

If at any time customers are not satisfied with the service provided by KHIPU, you can raise your
concerns via email to customerservice@khipu-networks.com with the nature of the complaint. All
complaints are treated seriously and discussed at high level in accordance with our ISO
procedures. If you are unhappy with the outcome, we will then arrange an account review
meeting to discuss any remaining issues and concerns.

Customer Confidential www.khipu-networks.com
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Contract Details

Contract Commencement
Your support contract commences from the date that hardware and/or software is delivered from
the manufacturer.

Once the support contract commences, you will be sent the Maintenance Agreement detailing the
equipment covered, dates of cover and level of support purchased. Your agreement will be sent
electronically via AdobeSign for signature. If this is not signed within 30 days of the agreement
being sent, it will be deemed to have been accepted.

If additional equipment is purchased within the contract period of the current support agreement,
the additional equipment will be added under a new schedule within the existing contract. Any
amendments will be conveyed in the Maintenance Agreement and re-issued.

Contract Renewal

Approximately 90 days before the agreement is due to end, you will be contacted by the Contract
Management team to discuss a renewal of the agreement. During the discussion, we may look to
consolidate all contracts to a single renewal date for ease of administration. It will also provide
you the opportunity to amend the contract, changing either the items covered or level of cover, as
we are also aware circumstances change regularly.

Customer Confidential www.khipu-networks.com




