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S0C-IN-A-BOX

A SIMPLE SOLUTION T0 A GOMPLEX PROBLEM: RAPID
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24X7X365 SOC CYBER THREAT PROTEGTION & PREVENTION

Many organisations struggle with

the same in-house cyber security
challenges. From insufficient budgets
and stretched technical resources,

to a distinct lack of time to address
and build effective around-the-clock
solutions, zero trust networking can
often seem unachievable.

Through our ongoing partnerships

and close customer relationships,

we understand and appreciate

the challenges and barriers which
continue to prevent organisations from
implementing fully operational Security
Operations Centres (SOCs).

This has driven the need for an

affordable, easy-to-deploy and effective

24x7 threat detection, response and
protection service — introducing, what
we call, “SOC-in-a-BOX”.

KHIPU Networks Ltd

AFFORDABLE

Offering a cost-effective route to
comprehensive 24x7 protection,
SOC-in-a-BOX has been designed
to eliminate the barriers to entry for
smaller organisations.

RAPID DEPLOYMENT

SOC-in-a-BOX offers the rapid design
and deployment of a SOC service to
protect your mission critical assets
using XDR technology that can be
expanded at your pace.

AROUND-THE-CLOCK PROTEGTION

Leverage our 24x7x365 fully staffed
Security Operations Centre (SOC),
which is already providing effective
threat protection to organisations
across the UK and South Africa.

SOC-in-a-BOX
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WHO IS IT FOR?

SOC-in-a-BOX is ideal for
organisations that are either about to
start their 24x7x365 SOC journey or
are seeking to expand their existing
cyber security operations and
capabilities.

It's a proven, fast and effective way to
secure your mission critical systems,
whilst offering the scope to expand
based upon your future cyber security
requirements and priorities.
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“THE SERVICE DOESN'T JUST ALERT ON
THREATS, IT RESPONDS IMMEDIATELY,

KHIPU Networks Limited
Hampshire

SOLUTION OVERVIEW
SOC-IN-A-BOX
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24X7X365 FULLY STAFFED
SEGURITY OPERATIONS CENTRE (SOC)

Threat detection, response, protection and prevention.
Incident Response with dedicated SLA’s.

Mitigation guidance through root cause analysis
provided by XDR.

Threat Hunting.
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AUTOMATED
WORKFLOWS

Pre-built playbooks Security (SOAR) for automated
workflows and immediate responses to incidents
(including ransomware use cases).
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PREDEFINED MITIGATION ACTIONS
BASED UPON SECURITY INCIDENTS & SEVERITY

BLOCKING AND PREVENTING ATTAGKS. WE
FELT THAT KHIPU'S SOC-IN-A-BOX SERVIGE
REPRESENTED GREAT VALUE FOR MONEY,
ENABLING US TO CONTINUALLY IMPROVE

THE SCHOOL'S SECURITY POSTURE AND @

HERUTATION COMMUNITY-RIVEN
CYBER THREAT PROTECTION

Leveraging a combination of intelligence from
multiple global threat feeds and data drawn from our
customers, proactively communicate and protect
against threats as well as raise awareness of unusual
behaviour to every customer subscribed.
Community-wide creation and tuning of BIOC/IOC/
policies based on incidents.

Block attack / Isolate endpoint(s) — Internal Protection.
Update of a blocklist on perimeter security (native
integration with Palo Alto Networks NGFW’s) —
External Protection.

PAUL CONROY - HEAD OF IT

KHIPU Networks Ltd SOC-in-a-BOX 2.



Hampshire

IKCH | P U
SECURITY

S0C-IN-A-BOX
GET A QUOTE

WWW.KHIPU-NETWORKS.GOM/S0OC-IN-A-BOX

SALES @KHIPU-NETWORKS.COM
UK +44 (0345 272 0900

SA +27 (0041 393 7601
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