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Do you know what threats are riding your  
network?

Where are they coming from? Who will they affect? How many 
devices are already infected?

As the digital experience increasingly moves to mobile devices, so do the cyber activities of mali-
cious actors. Android® OS-based malware threats continue to grow while Android-based devices 
escalate in quantity for mobile uses, such as connected “internet of things” devices, and em-
ployees increasingly use personal devices on corporate networks. Infected devices are not only 
threats to an organization’s data integrity – they can be recruited into botnets to attack critical 
infrastructure and damage network service availability of an organization or its network providers.

Organizations of all sizes are faced with the difficult challenge of managing threats to determine 
which to ignore and which to act upon. Given the rapidly evolving threat landscape, this is more 
easily said than done. Increasingly, organizations are turning to managed security service provid-
ers to handle this complex and dynamic environment.

Will the threat landscape for mobile devices reach the attack volume witnessed with Microsoft® 
Windows® devices and enterprise networks? We believe the answer is “yes,” and this report 
 provides compelling evidence that the trend is well underway, drawing from multiple research  
and analysis sources:

• Palo Alto Networks® Unit 42 threat research.

• Trillions of data points from WildFire® cloud-based threat analysis service.

• Experience and input from more than 50,000 global security customers and partners.

Organizations need to be fully informed about which threats are riding their networks, where they 
are coming from, and who is affected in order to make credible decisions and take appropriate 
 action to protect their data, infrastructure, customers and employees.

As the security industry leader, Palo Alto Networks provides the Security Operating Platform, 
which enables full visibility and context.

The new reality is that threat vectors are opportunistic, dynamic and designed to  
expand reach by probing and exposing both old and new technology vulnerabilities  
which can only be effectively mitigated through automated visibility techniques.”
 – Heavy Reading, “The Evolution of Securing: Harnessing the Power of Automated Visibility”
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In 2017, global mobile subscriptions reached a total of 7.8 
billion. By 2023, more than 30 billion connected devices are 
forecast, including 20 billion IoT devices.

Cybercriminals have taken note of this massive growth and 
have turned their malicious activity toward mobile and IoT 
devices and networks, as well as accelerated their development 
of Android-based malware. As almost 90 percent of new 
mobile devices sold are Android-based, and as there are more 
vulnerabilities in the ecosystem, it is the favorite target for 
malicious actors.

Mobile Industry Growth

In 2017, on average, cyber- 
criminals generated 10 new 
malicious APK for every 1,200 
new Android-based smart-
phone subscriptions added by 
the mobile industry.

Palo Alto Networks WildFire 
has documented increasing 
quantities of malicious 
Android Package Kit (APK) 
files. In 2017, new mali-
cious APK files more than 
doubled the existing 
2016 sample base.

WildFire Total malicious APK Sample Base 

*APK files are analogous to other software packages such as APPX in Microsoft Windows.

Mobile subscriptions, including all devices, operating systems and 
network technologies, have grown steadily at 2-4 percent over the 
past decade and are expected to continue at 4 percent through 2022. 
Smartphone subscriptions and mobile data traffic has been growing 
even faster at 15 and 59 percent respectively.

The mobile industry added an estimated 42 million Android-based  
smartphone subscriptions every month — that’s 57,000 every hour.

The mobile industry is growing rapidly, and 
 mobile malware is growing even faster.

With 57,000 new Android-based subscriptions added every hour, 
cybercriminals have a rapidly expanding base of potential victims.
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One Billion Outdated Devices

More than half of the 2 billion active Android devices have 
OS software that is more than two years old.

• Fragmentation of the Android ecosystem, including the wide  
 diversity of devices, OS versions and manufacturers, makes  
 device-based protection difficult to enforce and complex  
 to administer.

• Android OS will continue to expand to new types of devices,  
 such as IoT.

 
 
 

Unsuspecting Victims With Vulnerable Devices

The large majority of malicious APKs were delivered to  
unsuspecting victims via simple web downloads.

Android Package Kit is the package file format used by the 
Android operating system for distribution and installation 
of mobile apps and middleware. Malicious APK files are the 
primary method used by malicious actors to infect mobile 
devices, including IoT devices.

Every hour, hundreds of new malicious 
APK files are discovered by WildFire. 

New malicious APK files are created by malicious actors in  
an attempt to bypass existing protections.

Millions of malicious APK files have been documented over  
the last few years and, once documented, are routinely blocked 
by Palo Alto Networks Next-Generation Security Platform.

The security challenge of the Android ecosystem 
is more options but greater vulnerability.

Android is the most popular mobile operating system, used by 
80-plus manufacturers in more than 700 models and more than 
half a dozen types of devices other than mobile phones.
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Historically, Windows-based file types – specifically, DLL and 
PE – dominated the volume of malware found. In 2017, new 
malicious APK files surpassed DLL files in volume to become the 
second-most prevalent malicious file type collected that year.

This recent surge in new malicious APK files indicates the  
increased focus cybercriminals are now taking on mobile targets 
and underscores the need for stronger, automated security in 
mobile networks.

Malicious APK File Samples Have Doubled  
in Volume
In 2017, new APK files became the second-fastest-growing 
malicious file type, doubling the total volume of APKs and 
edging past new malicious DLL samples. The volume of new 
malicious APKs is now approaching the growth rates of mali-
cious PE files. In the two years leading up to the end of 2017, 
WildFire recorded a 30-fold increase in malicious APK files. 
In 2017, tens of thousands of new malicious APK files were 
uncovered every day through WildFire.

APK Files Are More Likely to be Malicious 
In 2017, out of millions of new APK file samples analyzed, 
almost half were found to be malicious — far exceeding the 
malicious frequency of most other file types examined.

Trillions of High-Quality Data Points
Palo Alto Networks WildFire® cloud-based threat analysis ser-
vice has collected and analyzed billions of submitted samples 
from service providers, enterprises, governments and third 
parties to identify malicious files, malware and other threats as 
well as provide automated preventions. In addition to PE, DLL 
and APK files, file types analyzed include Microsoft Word, PDF, 
PE64, DLL64, Excel®, Adobe® Flash®, RTF, ELF, RAR archive, 
PowerPoint® and others.

APK is overtaking other file types used by  
cybercriminals for malicious activity.

In just two years from the start of 2016, APK-delivered  malware 
grew 30-fold and now constitutes a significant percentage of all 
malicious file samples in the WildFire database.
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Effective security measures must comb through exabytes  
of traffic as well as billions of mobile and IoT devices to 
 accurately and rapidly identify traffic attempting to infect 
devices in addition to those devices already infected.

Rapid Spread of Malware Instances

New malware can spread exponentially once it is introduced.

A typical malicious APK file can be as small as 5KB, making 
it difficult to find. WildFire has witnessed malware  spreading 
to more than 45,000 separate instances in just 30 minutes. 
 Clearly, if left unchecked, malware could quickly spread 
throughout a mobile network or the IoT and other networks  
it manages. 

As mobile traffic increases exponentially,  
malicious activity is increasingly difficult to  
isolate, identify and protect against.

Malicious activities are hidden in exabytes of data carried by 
service provider networks and can rapidly infect millions of 
mobile devices.
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Cybercriminals hide in the huge volumes of traffic that mobile 
network operators must process. As mobile usage increases 
year over year and cybercriminals use automation to instantly 
create malware variants, the task of finding malicious traffic 
has become increasingly difficult.

In 2017, WildFire analyzed billions of traffic samples from  
service providers and enterprises and deemed millions to 

be malicious. Hidden malicious files are the source of most 
malicious cyber activity, including those triggering high-volume 
distributed denial-of-service – DDoS – attacks against service 
providers, enterprise networks and IoT infrastructure.

Source: Ericsson Mobility Report 2017
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The top sensitive services are very similar in both malicious 
and legitimate zombie C2. Both are interested in knowing 
the current system status, app installation status, network 
status and location services. Also, they are interested in SMS 
services, camera services and even command executions. The 
legitimate zombie C2 channels contain security risks as great 
as great as malicious ones.

Most Common Dangerous Behaviors:

The zombie C2, once appropriated for malicious purposes, can 
utilize standard permissions to conduct the following activities:

• Collect privacy information from users, such as IMEI, IMSI, 
device type, screen size and fine-grained location.

• Steal incoming SMS messages.

• Automatically download apps and promote users to install 
them – could be used by large-scale malware distribution.

• Load a specified URL, such as a phishing site, and show it  
to users.

Source: Palo Alto Networks Unit 42, “Beware! Zombies are Coming“

At least 18,000 malicious zombie domains can 
be accessed through unmaintained mobile apps.

Originally published through legitimate sources, zombie C2 will 
easily pass an antivirus check.
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Unmaintained command and control: A mobile app usually 
maintains one or more command-and-control, or C2, channels 
with remote master servers. Since 2008, a great number of 
Android mobile app and SDK companies have failed, leaving 
their SDK and C2 channels unmaintained and their domain 
names for C2 available to register at a cheap price. Those 
unmaintained C2 channels are the “zombie C2” channels.

Easily pass antivirus checks: An adversary taking over a zombie 
C2 channel can easily influence all APK files connected to it. 
Since the zombie C2 and the APK files are usually legitimate 
and have been published for a long time, they will easily pass 
antivirus checks.

Converts apps into malware: Research by Unit 42 on a huge 
data set shows that the zombie C2 phenomenon exists widely, 
with great potential security risks. In two attack demos, if 
 adversaries take control of those zombie C2 channels, they  
can easily convert legitimate apps into powerful malware.

Great security risk: With well over half of Android devices 
having outdated OS versions, there is great opportunity for 
cybercriminals to use zombie domains for malicious purposes.

Unit 42 Research Study Results and Methodology
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Ransomware and silent SMS can severely impact 
users and jeopardize enterprise security.
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Example Network #1 

Subscribers Unknowingly Install Malicious APKs
Android malware requires user interaction for an APK to be 
 loaded onto a mobile device. Adversaries have to resort to social 
engineering to lure users into taking multiple steps to install 
unknown APK files, such as asking them to “Allow APKs from 
unknown source,” and requiring the user to confirm installation  
as well as permissions to read specific data during installation.

Ransomware Has Moved to Android 
Ransomware has quickly become one of the greatest cyberthreats 
facing organizations around the world. Cybercriminals have 
perfected the key components of these attacks, leading to an 
explosion of new malware families, more effective techniques  
and new malicious actors.

Ransomware is a lucrative business with low financial barriers 
to entry. It has begun expanding attacks to platforms outside of 
 Windows, such as Android phones, via third-party APK files that 
are loaded with user interaction. Any device an attacker can hold 
for ransom will be a target in the future. 

The ransomware business model can be easily applied to the 
IoT. For example, after infecting a refrigerator, the attacker could 
remotely disable the cooling system and only re-enable it after 
the victim has made a small payment.
Source: Unit 42, “RANSOMWARE: UNLOCKING THE LUCRATIVE CRIMINAL BUSINESS MODEL”

Conficker Adware DomaIQ Amonetize OpFake

Adware, Amonetize, DomalQ  
Captures software that displays advertisements or installs 
 additional ads the creator is paid to distribute. 
These programs are generally nuisances rather than serious 
threats, but in some cases, adware has been used to install  
more malicious code into devices

Example Network #2

Jadtre Ramnit NJRat SLocker

SLocker – Android Ransomware 
When installed on a device, SLocker can:

• Scan the device for data files and 
encrypt them

• Display a ransom message, demanding 
payment for the decryption key

• Disable the “Back” button

• Collect and send sensitive device 
 information, such as International 
 Mobile Equipment Identity, or IMEI

• Receive commands through SMS 
messages

OpFake — Android SMS Trojan  
• Sends premium text or text  
 messages
• Performs self-updates
• Steals text messages

Although some types of malware on consumer devices are 
 simply nuisances, more serious threats should not be ignored.



Palo Alto Networks Security Operating Platform  

About Palo Alto Networks
Security enables us to confidently use apps to communicate 
with family, friends, doctors and banks. When security just 
works, you can focus on accelerating innovation without 
 business disruption. Our mission at Palo Alto Networks is  
to protect our way of life in the digital age by preventing 
 successful cyberattacks.

Managed security service providers integrate with our platform 
because it has wide adoption. We serve more than 50,000 cus-
tomers in more than 150 countries. More than 85 of the Fortune 
100 and 60 percent of the Global 2000 rely on us to reduce the 
risk of business disruption. When your security plat-form is built 
for automation, you can employ accurate analytics and robust 
threat intelligence to confidently automate enforcement and take 
actions that prevent successful cyberattacks.

For more information, contact your managed security service 
provider or visit:

https://www.paloaltonetworks.com/company

Methodology
Data and analysis in this report was derived through Palo Alto 
Networks threat and analysis resources, including the Wild-
Fire threat database, Unit 42 threat research, AutoFocus™ 
data-base, summary data from live network trials and other 
industry research. Industry sources consulted also include the 
Ericsson Mobility Report 2017 and the Nokia 2017 Threat 
Intelligence Report.

Test Your Network
To request a free Security Lifecycle Review risk assessment for 
your network, contact your managed security service provider 
or visit:

https://get.info.paloaltonetworks.com/webApp/security- 
lifecycle-review-risk-assessment-en

 
Security Operating Platform: The Palo Alto Networks platform 
prevents successful cyberattacks through automation. Accu-
rate analytics allow you to streamline routine tasks and focus 
on business priorities. Tight integration across the platform 
and with ecosystem partners delivers consistent security 
across cloud, network and mobile devices. Customers love 
our security because it just works, consistently earning us the 
highest loyalty rating in the industry. The Security Operating 
Platform is available through your managed security service 
provider for superior operational efficiency.

WildFire threat analysis service, a key element of the 
Security Operating Platform, is the industry’s most advanced 
analysis and prevention engine for highly evasive zero-day 
exploits and malware. The cloud-based service employs a 
unique multi-technique approach that combines dynamic and 
static analysis, innovative machine learning techniques, and a 
groundbreaking bare metal analysis environment to detect and 
prevent even the most evasive threats.
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